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DISCLAIMER 


THE  OPINIONS  AND  CONCLUSIONS  EXPRESSED  HEREIN  ARE  THOSE  OF  THE 
INDIVIDUAL  STUDENT  AND  DO  NOT  NECESSARILY  REPRESENT  THE  VIEWS  OF 
EITHER  THE  MARINE  CORPS  SCHOOL  OF  ADVANCED  WARFIGHTING  OR  ANY 
OTHER  GOVERNMENTAL  AGENCY.  REFERENCES  TO  THIS  STUDY  SHOULD 


INCLUDE  THE  FOREGOING  STATEMENT. 


EXECUTIVE  SUMMARY 


TITLE:  Sharing  of  intelligence  in  future  military  operations 

AUTHOR:  Lieutenant-Colonel  Eldar  Berli,  Norwegian  Army 

THESIS:  Effective  future  military  operations  require  distribution  and  sharing  of  intelligence 

across  national  lines  and  on  the  tactical  level  that  far  exceeds  today’s  reality,  and  to  make  this 
happen,  the  military  commander  in  the  field  should  be  given  Operational  Control  (OPCON)  of 
the  multinational  intelligence  assets  in  his  operations  area. 

DISCUSSION:  Intelligence  can  be  shared  in  a  networking  fashion  between  units  on  all 

levels  within  a  Multinational  Joint  Task  Force.  To  effectively  achieve  unity  of  effort  in  a 
multinational  operation,  national  intelligence  cells  have  to  be  integrated  in  the  task  force. 

Secrecy  of  sensitive  information  can  be  maintained  by  separating  the  source  and  method  from 
the  intelligence  product,  and  also  by  keeping  highly  sensitive  intelligence  separate  from  the  rest 
by  a  national  line  directly  to  the  commander.  Raw  data  can  be  issued  on  lower  levels  without  any 
analysis  as  the  task  force  largely  is  developing  its  own  intelligence.  The  national  intelligence 
cells’  main  role  will  be  to  work  for  the  CJTF  commander,  but  will  also  need  to  continue  to 
support  their  home  authorities.  The  balance  between  secrecy  and  openness  must  in  any  case  shift 
considerably  toward  openness  from  today’s  reality.  Human  intelligence  will  remain  very 
important  in  the  future  and  it  will  be  done  more  and  more  by  ordinary  troops  on  the  ground,  a 
development  which  points  to  the  need  for  multinational  integration  of  intelligence  since  the 
operations  area  will  be  manned  by  troops  from  several  nations.  Furthermore,  for  analysis, 
multinational  intelligence  will  be  highly  beneficial  in  the  increasingly  complex  and  diffuse 
environments  of  the  future,  where  the  need  for  knowledge  and  skills  will  exceed  what  any  single 
nation  can  provide.  The  ability  to  network  will  be  crucial,  and  this  includes  access  and 
dissemination  of  intelligence.  Specifically,  it  is  obvious  that  the  intelligence  process  will  have  to 
be  pushed  down  to  low-level  units.  Operations  concepts  which  currently  seem  to  be  continued  or 
implemented  in  the  years  ahead  are  all  dependent  on  sharing  of  intelligence  in  an  extended  way 
to  be  effective  in  future  wars. 

CONCLUSION:  Intelligence  will  remain  a  national  property  also  in  the  future,  but  sharing 

of  intelligence  should  be  the  norm  and  not  the  exception.  The  existing  culture  in  the  intelligence 
community  will  need  to  change,  on  all  levels  from  the  strategic  to  the  tactical. 

By  giving  the  CJTF  commander  OPCON  of  assets  it  will  be  possible  to  push  the  intelligence 
process  down  to  tactical  level  and  utilize  intelligence  in  a  networking  fashion.  There  will  always 
be  legitimate  restraints  on  the  flow  of  intelligence,  but  the  balance  has  to  be  improved  between 
secrecy  and  sharing.  Likely  operations  concepts  in  the  coming  10-20  years  will  require  increased 
ability  to  share  infonnation.  When  put  in  a  coalition  or  alliance  context,  it  follows  that  effective 
future  military  operations  require  distribution  and  sharing  of  intelligence  across  national  lines 
and  on  the  tactical  level  that  far  exceeds  today’s  reality. 
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PREFACE 


In  this  paper  I  have  not  used  classified  sources.  The  unclassified  sources  are  however  sufficient 
to  draw  conclusions  relevant  for  the  theme.  The  paper  is  based  mainly  on  U.S.  sources  and  the 
reasoning  and  arguments  are  basically  related  to  American  and  American/coalition  factors  but 
has  relevance  for  all  nations  participating  in  multinational  operations. 


“ Quick  access  to  useful  intelligence  remained  a  major  battlefield  problem  (in 
Iraq).  Intelligence  access  is  constrained  by  policies  that  restricted  dissemination  and  use, 
especially  at  the  tactical  level.  ”!  LTG  Keith  B.  Alexander,  DCINT 

Introduction 

Nations  go  to  war  for  national  interests.  War,  as  foreign  policy,  is  based  on 
domestic  policy  both  for  small  powers  and  great  powers  and  intelligence  is  in  this  context 
viewed  as  a  national  asset  and  a  national  property.  Intelligence  is  information,  which 
means  power,  and  is  therefore  very  strictly  aligned  to  national  command  lines.  As  an 
example,  U.S.  law  forbids  dissemination  through  any  intelligence  channel  not  exclusively 
under  U.S.  controls 

Political  and  military  analysts  and  commentators  generally  seem  to  agree  that 
small  wars,  counter-insurgency  and  counter-terrorism  are  likely  to  be  the  normal  type  of 
warfare.  Such  operations  require  intelligence  that  is  increasingly  accessible,  rapidly 
distributed  and  correct,  not  hidden,  slow  and  based  on  one-sided  analysis.  There  is  also 
reason  to  believe  that  future  wars  will  bring  more  use  of  multinational  forces  and 
increasing  reliance  on  human  intelligence  despite  high-tech  surveillance  measures.  New 
technology  can  enable  other  ways  of  distribution  and  sharing  of  intelligence,  but 
implementing  it  will  require  a  new  mentality  in  the  handling  of  intelligence  -  from  a 
focus  on  isolation,  mistrust  and  nationality,  to  a  focus  on  opportunity,  access  and  multi- 
nationality.  The  ’’Intelligence  Community”  however,  seems  to  be  slow  to  adopt  and 
change  in  order  to  meet  these  concepts.  The  U.S.  intelligence  system  specifically,  has  got 
where  it  is  today  largely  from  the  cold  war,  something  that  makes  it  inadequate  today  and 
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in  the  future.4  The  scope  of  required  changes  makes  it  difficult  to  believe  that  it  can  come 
overnight.  However,  it  should  be  possible  within  a  timeframe  of  10-20  years. 

This  paper  proposes  that  effective  future  military  operations  require  distribution 
and  sharing  of  intelligence  across  national  lines  and  on  the  tactical  level  that  far  exceeds 
today’s  reality,  and  that  the  military  commander  in  the  field  should  be  given  Operational 
Control  (OPCON)5  of  the  multinational  intelligence  assets  in  his  operations  area.  It 
describes  initially  a  possible  future  solution  on  how  intelligence  should  be  shared,  before 
moving  on  to  look  at  why  and  how  this  applies  to  secrecy,  collection  and  analysis, 
organization  and  cooperation,  and  finally  modern  operations  concepts. 

Intelligence  can  and  will  be  shared  in  a  networking  fashion  between  units  on  all 
levels  within  a  Multinational  Joint  Task  Force  (CJTF)6.  National  intelligence  cells  will  be 
integrated  in  the  task  force  to  ensure  unity  of  effort.  Secrecy  will  be  maintained  partly  by 
separating  the  source  and  method  from  the  intelligence  product,  partly  by  issuing  raw 
data  at  the  lower  level  without  any  analysis  except  from  within  the  receiving  unit  itself, 
and  partly  by  keeping  highly  sensitive  intelligence  separate  from  the  rest  by  having  a 
national  line  directly  to  the  commander.  There  will  still  be  a  role  to  play  for  national 
intelligence  cells,  but  their  main  role  will  differ  from  today  and  the  balance  between 
secrecy  and  openness  will  shift  considerably  from  today’s  reality.  Human  intelligence 
(HUMINT)  will  be  done  more  and  more  by  ordinary  troops  on  the  ground,  a  development 
which  points  to  the  need  for  multinational  integration  of  intelligence  since  the  operations 
area  will  be  manned  by  troops  from  several  nations.  Furthermore,  for  analysis,  multi¬ 
national  intelligence  will  be  highly  beneficial  in  the  increasingly  complex  and  diffuse 
environments  of  the  future,  where  the  need  for  knowledge  and  skills  will  exceed  what 
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any  single  nation  can  provide.  The  ability  to  network  will  be  crucial,  and  this  includes 
access  and  dissemination  of  intelligence.  Specifically,  it  is  obvious  that  the  “intelligence 
cycle”7  will  have  to  be  pushed  down  to  low-level  units.  Operations  concepts  which 
currently  seem  to  be  continued  or  implemented  in  the  years  ahead  are  all  dependent  on 
sharing  of  intelligence  in  an  extended  way  to  be  effective  in  future  wars. 

A  future  solution  for  access  and  sharing  of  intelligence 

In  the  year  2020,  when  a  force  consisting  of  a  number  of  units  from  different 
nations  and  led  by  U.S.  are  about  to  deploy  to  a  theater  of  operations,  all  phases  of  the 
planning  and  execution  of  the  campaign  will  see  a  much  higher  level  of  integration  than 
today.  Intelligence  is  still  viewed  as  national  property,  but  it  is  also  viewed  as  a  resource 
like,  for  instance,  logistics.  Most  of  the  national  intelligence  assets  are  therefore  subject 
to  “Transfer  of  Authority”  (TOA)  to  the  CJTF  commander  from  the  various  national 
intelligence  services.  Sensors,  collectors  and  analysts  are  given  OPCON  to  the  CJTF 
commander  like  any  other  asset  in  the  force.  The  CJTF  will  thus  be  the  “owner”  of  the 
intelligence,  which  facilitates  speed  and  efficiency  in  the  operation.  And  as  the  CJTF 
commander  is  given  operational  control  of  the  intelligence  assets,  he  will  be  able  to  push 
the  intelligence  process  further  down  towards  the  tactical  level  -  to  battalion  and  even 
company. 

Memorandum  of  Understanding  (MOU)  will  be  worked  out  before  any  forces 
deploy  to  the  theater  of  operations.  For  the  U.S.  A.  specifically,  there  is  established  one 
central  point  to  which  participating  nations’  intelligence  services  can  work  out 
agreements,  in  contrast  to  today’s  reality  where  the  foreign  service  has  to  make 
agreements  with  various  U.S.  agencies.  The  command  and  control  for  the  campaign  is 
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based  on  a  lead  nation  command  and  control  structure  (in  contrast  to  the  other  normal  C2 
arrangement,  the  parallel  structure).  The  principle  of  lead  nation  requires  integration  of 
national  staffs,  which  by  2020  includes  the  CJ2,  Intelligence.  The  commander  has 
integrated  part  of  the  National  Intelligence  Cells  (NIC)  ,  with  their  capacity,  into  his  HQ. 

Technology,  the  nature  of  the  adversary,  the  type  of  operations,  and  most 
important,  cultural  and  mental  change,  has  by  2020  made  integrated  intelligence  and 
operations  possible  and  desirable.  Operational  Control  of  national  intelligence  assets  is 
given  to  the  commander  because  it  is  far  superior  in  effectiveness  to  relationships  like 
General  Support,  Direct  Support,  Close  Support  and  Mutual  Support9  when  they  are  not 
under  the  same  command  (today  the  intelligence  assets  are  under  purely  national 
command).  It  will  in  this  way  gradually  be  possible  and  common  to  establish  a  unity  of 
command  that  includes  intelligence  to  support  the  operation. 10  The  notional  organization 
shown  here,  drawn  from  Joint  Pub  2-01,  illustrates  the  problem  of  unity  of  command 
since  the  intelligence  assets  are  not  integrated.  1 1 


4 


In  the  campaign  in  2020,  when  the  nations  who  have  decided  to  participate  also 
have  committed  themselves  to  integrate  intelligence  assets,  the  Multinational  Intelligence 
Center  will  be  integrated  in  the  JISE  (Joint  Intelligence  Support  Element),  while  the  NICs 
will  continue  also  to  support  the  home  government  but  not  directly  their  national  units  in 
the  field  as  today.  The  JISE  in  the  CJTF  HQ  analyzes  and  disseminates  intelligence  to 
recipients  in  the  task  force  and  to  national  intelligence  cells.  The  following  diagram 
illustrates  how  communication  in  principle  will  flow.  The  dotted  lines  are  changes  to 
what  normally  exist  today.  The  CJISE  includes  parts  of  the  NICs. 


This  organization  comes  from  lessons  learned  in  operations  the  last  20  years.  The 
CJTF  is  organized  around  the  mission,  integrating  intelligence  assets  from  all 
participating  nations  in  planning,  collection,  analysis  and  dissemination.  The 
dissemination  of  intelligence  will  be  a  combination  of  “push”  and  “pull”  principle.  Even 
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down  at  battalion  level  there  will  exist  a  robust  intelligence  cell  with  capacity  for  cultural 
analysis,  interrogation  techniques  and  language  skills.  At  company  level  there  will  also 
be  a  dedicated  intelligence  capacity  with  regional  expertise  and  language  skills,  to  further 
enhance  the  speed  and  quality  of  intelligence  collection,  analysis  and  dissemination  on 
this  level.  Intelligence  will  in  this  way,  together  with  other  capacities  like  psychological 
operations,  civil  affairs,  information  operations,  security,  and  more,  constitute  a  non- 
kinetic  combined  anns  team  at  tactical  level. 

The  collection  of  intelligence  is  made  from  numerous  sources,  where  HUMINT 
plays  a  dominant  role.  ’’Ordinary”  units  and  not  specific  intelligence  units  do  a  large  part 
of  collection  on  the  modern  battlefield,  as  has  been  the  case  more  and  more  since  the  end 
of  the  cold  war.  Individual  soldiers  in  the  field  from  all  branches  will  therefore  be  trained 
in  intelligence  work  in  a  much  more  extensive  way  than  today.  The  CJTF  itself  will 
conduct  much  of  this  training,  including  some  training  for  under-cover  operations.  The 
CJTF  will  largely  develop  its  own  intelligence,  whether  from  HUMINT,  SIGINT  (signal 
intelligence)  or  any  other  form  and  there  will  be  a  need  to  share  it  down  to  low  levels 
between  nations  for  reasons  of  combat  effectiveness  and  coalition  cohesion.  The 
collected  information  is  thus  sent  to  other  units  at  several  levels  and  higher  headquarters 
as  well  as  put  in  the  CJTF’s  database.  Tactical  units  will  make  analysis  and  assessments 
according  to  the  character  of  the  information.  In  this  lies  a  paradigm  shift  in  that  there  are 
not  solely  analysts  putting  infonnation  from  processed  raw  data  into  the  network,  but 

there  is  also  raw  data  put  into  the  network  for  users.  The  decision  on  what  is  important 
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moves  from  the  collector  and  analyst  to  the  person  who  uses  it. 
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Secrecy  and  protection  of  sources 

National  interests  will  ensure  a  role  for  NICs  outside  the  CJTF  also  in  the  future. 
Even  though  they  to  a  large  extend  will  be  integrated  in  the  CJTF  HQ,  there  will  continue 
to  be  command  lines  going  to  the  national  authorities  and  national  intelligence  services 
for  exclusively  national  interests.  For  the  lead  nation  one  could  for  instance  also  imagine 
a  high  sensitive  piece  of  information  that  should  be  revealed  only  to  the  commander  and 
utilized  in  his  plan  and  execution  without  revealing  specifically  what  piece  of  information 
his  decision  is  built  upon.  Such  a  method  will  pose  some  new  challenges  to  multinational 
co-operation,  but  will  make  it  possible  to  achieve  unity  of  effort  and  maximize  the  total 
intelligence  resources  available  without  revealing  really  important  secrets. 

Another  way  to  protect  sources  and  methods  is  to  act  in  ways  that  keep  them 
secret.  Authorized  officers  have  to  make  decisions  on  how  to  act  as  to  not  reveal  the 
source,  or  risk  a  compromise  to  gain  an  advantage  in  operations.  The  decision  should  be 
left  with  the  commander  or  authorized  staff  officers  and  not  be  subject  to  a  rigid 
compartmentalized  system  overseen  by  disclosure  officers  as  today,  which  facilitates 
secrecy  and  not  much  more.  The  secrecy  problems  will  be  partly  overcome  by 
disseminating  intelligence  with  assessments  of  reliability  without  revealing  the  source. 
What  some  officers  at  Joint  Forces  Staff  College  wrote  in  2003  will  be  implemented: 
“Separating  the  source  and  method  from  the  ISR  (intelligence,  surveillance,  and 
reconnaissance)  product  allows  the  needed  elements  of  the  JIPB  (Joint  Intelligence 
Preparation  of  the  Battlefield)  to  be  passed  to  a  wider  variety  of  coalition  partners, 

without  having  to  develop  STANAGs  . Current  joint  doctrine  offers  no  clear 

answer  for  how  to  do  that.  One  answer  would  be  to  develop  intelligence  information- 
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sharing  systems  using  commercial  off-the-shelf  software  and  hardware  systems  to 
categorize,  view,  and  disseminate  uniquely  national  JIPB  information  to  all  coalition 
partners  involved  in  decision-making.”  14  In  this  way  the  problem  with  systems  that  are 
specially  designed  to  fit  dissemination  of  specific  national  secrets  (like  the  U.S.  system 
SIPRNET)  and  therefore  are  unsuitable  for  extensive  coalition  sharing,  is  reduced. 
Participants  in  multinational  operations  are  likely  to  vary,  even  during  a  campaign,  and 
the  information-sharing  systems  should  therefore  be  flexible  too. 

Taking  care  of  secrecy  is  basically  a  choice  on  where  to  have  the  balance  between 
situational  awareness,  a  common  operational  picture  and  actionable  intelligence  on  one 
hand,  and  secrecy  and  protection  of  sources  and  methods  on  the  other.  In  multinational 
operations  the  weight  is  put  so  far  out  on  secrecy  that  it  severely  hampers  operations  and 
effectiveness.  Within  national  lines  this  may  vary  between  nations,  but  for  the  U.S.  forces 
there  are  obviously  also  ways  to  go  towards  openness  and  more  rapid  dissemination. 

Collection  and  analysis 

The  rapid  technological  development  has  made  some  commentators  predict  a 
transparent  battlefield  where  all  can  be  seen  and  what  can  be  seen  can  be  destroyed.  They 
overestimate  how  technology  in  the  future  can  move  us  from  “blindness  to  total  vision  of 
the  battlefield”  and  replace  estimates  with  truth. 15  However,  this  is  not  likely  to  happen. 
Even  though  it  is  possible  to  see  most  of  the  battlefield,  you  cannot  see  what  is  on 
people’s  mind.  It  is  like  a  chess-player  who  can  see  the  chessboard  and  still  lose  to  an 
expert  who  can’t  see. 16  An  increased  technology  does  not  automatically  lead  to  increased 
efficiency  -  the  concept  and  system  are  more  important.  An  example  outside  the 
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intelligence  sphere  illustrates  this;  it  takes  longer  for  a  U.S.  maneuver  company  or 
battalion  today  to  get  artillery  fire  than  it  took  in  the  Korean  or  Vietnam  War.17 
Moreover,  the  increasing  probability  that  future  conflict  will  involve  fights  in  urban 
areas,  increases  the  need  for  human  intelligence.  Also,  in  an  environment  like  in  Iraq 
today,  HUMINT  is  usually  the  most  profitable  source,19  as  it  was  in  the  Somalia 
operation  in  the  early  1990’s.20  These  examples  indicate  that  the  distinction  between 
operations  and  intelligence  is  becoming  more  blurred  in  low-intensity  conflicts.  This 
suggestion  supports  the  idea  that  intelligence  collection  assets  should  merge,  something 
that  also  alleviates  the  sources  and  methods  problem. 

Increasing  HUMINT  requirements  will  put  a  heavy  burden  on  human  resources. 
This  will  in  turn  lead  to  a  more  need-to-share  attitude,  which  will  open  the  way  for 
increased  intelligence  sharing  in  the  future.  Today’s  rigid  system  of  intelligence  sharing, 
even  within  national  lines  in  U.S.  forces,  contributes  to  a  weak  interest  in  HUMINT  and 
general  intelligence.  In  Iraq  today,  U.S.  Marine  Corps  is  not  building  a  robust  intelligence 
capability  by  training  troops  in  collection."  There  are  no  courses  for  troops  in  the  Marine 
Corps  and  even  officers  are  not  properly  educated  in  this  field.  (As  an  example,  there  is 
no  intelligence  focus  neither  in  the  U.S.  Anny’s  nor  the  Marine  Corps’  staff  colleges.) 
Making  intelligence  they  collect  more  rapidly  accessible  throughout  the  force  at  the  low 
level  will  increase  the  interest  in  intelligence  training  and  improve  dissemination. 

Cultural  IPB  (Intelligence  Preparation  of  the  Battlefield)  is  challenging  and 
requires  experts  to  be  of  high  quality.  The  U.S.  military  runs  several  programs  for 
cultural  knowledge  today,  but  they  are  dispersed,  under-funded  and  not  easily 
accessible.  "  Coalition  partners  can  provide  very  insightful  collection,  analysis  and 
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assessments  and  should  in  the  future  be  integrated  in  the  continuous  IPB  process. 
Furthermore,  multi-nationality  in  operations  will  enhance  the  possibilities  to  use  the 
indigenous  population  and  their  military  forces  in  intelligence  work.  U.S.  forces  in  Iraq 
today  do  not  train  and  use  Iraqi  security  forces  for  intelligence  work  even  though  Iraqi 
soldiers  are  far  more  effective  than  their  US  counterparts  at  establishing  contact  and 

'J'X 

collecting  information  from  the  local  population.-  This  situation  will  likely  be  improved 
when  the  focus  on  secrecy  is  better  balanced  with  the  need  for  actionable  intelligence. 

Multi-nationality  will  help  in  seeing  things  from  different  perspectives,  as  they 
will  bring  a  variety  of  background  to  the  Combined  JISE.  This  will  help  preventing 
“mirror  imaging”,  which  is  a  term  describing  the  tendency  to  attribute  to  other  leaders  or 
groups  the  same  basic  reasoning,  psychology  and  values  as  one’s  own.  Foreign  officers 
can  provide  the  role  of  devil’s  advocates  more  easily  than  internal  intelligence-officers. 
They  are  more  likely  to  avoid  mirror  imaging,  wishful  thinking,  group  thinking,  and  the 
underestimation  of  novel  dangers,  because  they  will  not  suffer  from  what  Richard  Posner 
claims:  “The  best  officers  (from  one’s  own  nation)  will  be  reluctant  to  volunteer  for  an 
assignment  that  may  impede  their  promotion  prospects  by  setting  them  at  odds  with  their 
colleagues,  Those  who  are  appointed  will  for  the  same  reasons  tend  to  pull  their 
punches.”  These  potential  benefits  of  multi-nationality  are  not  utilized  today. 

Organization  and  cooperation 

There  has  been  some  changes  within  handling  of  intelligence  the  last  years, 
especially  in  the  U.S.A.  However,  there  are  still  some  counter-productive  attitudes 
towards  the  users  of  intelligence,  and  a  tendency  to  over-classify  reports  and  studies  with 
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a  passion  for  secrecy.  "  It  is  obvious  that  a  mentality  change  and  a  cultural  revolution  in 
the  intelligence  community  are  needed.  The  change  has  to  come  also  on  the  strategic 
level  since  intelligence  on  all  levels  of  war  are  closely  interrelated.  A  multilevel  security 
system  does  not  exist  today  to  facilitate  dissemination  under  current  concept,  but  joint 
and  multi-national  forces  can  request  intelligence  products  as  necessary.  Today, 
numerous  agreements  exist  between  nations,  mostly  bilateral  agreements,  for  mutual 
sharing  of  intelligence.  However,  even  an  “old”  alliance  such  as  NATO  does  not  have  its 
own  intelligence  system.  NATO  has  some  capacity  for  assessments  and  analysis,  but  does 
not  have  collectors.  The  alliance  must  rely,  or  ask,  member-nations  to  provide  data, 
information,  assessments  and  intelligence.  The  disadvantage  of  this  is  obvious.  For 
instance,  in  the  SFOR  operation  “Joint  Endeavour”  launched  in  1995  in  Bosnia,  NATO 
had  to  request  specific  information  from  the  national  intelligence  cells  in  the  theater  and 
the  nations’  intelligence  agencies.  The  responses  varied  a  lot  in  quality  and  the  nations 
were  generally  slow  to  respond  -  sometimes  answers  were  not  given  at  all.”  In  UN 
operations,  the  intelligence  situation  is  even  worse.  So  far,  the  United  Nations  have  relied 
on  Military  Information  Officers  with  access  only  to  unclassified  sources  as  intelligence 
collectors."  The  multinational  disaster  relief  effort  after  the  Tsunami  in  December  2004, 
illustrated  the  problem  in  multinational  ad-hoc  cooperation  when  several  participating 
nations  were  too  reluctant  to  share  information  that  could  have  helped  the  operation.  In 
short,  today’s  system  and  concept  for  utilizing  intelligence  does  not  work  well.  It  causes 
problems  for  military  operations  and  illustrates  the  need  for  changes. 

In  the  Cold  War,  when  information  could  have  enormous  impact  on  the  entire 
struggle  and  where  the  existence  of  any  participating  nation  was  at  stake,  it  was  only 
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natural  that  decisions  concerning  use  and  dissemination  of  intelligence  were  to  be  made 
at  the  highest  level.  There  are  of  course  still  such  high  level  decisions  to  be  made  today, 
but  in  war  and  conflicts  where  our  existence  is  not  at  stake  in  the  same  way  and  were 
military  forces  are  more  likely  to  try  to  solve  a  low-intensity  conflict  somewhere  else, 
like  it  was  for  instance  in  Somalia  in  the  1990s,  it  should  be  natural  to  push  a  lot  more  of 
the  intelligence  activities  and  decisions  down  and  let  almost  everything  known  be  shared 
with  any  of  the  forces  participating.  The  organizational  form  where  infonnation  must  go 
up  and  down  the  hierarchy  from  the  different  subunits,  integrated  at  the  top,  converted 
into  directives  and  then  go  back  to  the  subunits  was  preferable  in  the  reality  of  the  Cold 
War.  But  a  different  organization,  which  requires  high  competence  and  initiative  at  lower 
levels,  is  likely  to  be  more  suitable  in  an  environment  as  expected  in  future  conflicts.  This 
will  require  multinational  co-operation  in  a  networking  fashion.  Accordingly,  national 
approaches  to  the  “need-to-know”  principle  have  to  be  abandoned  or  loosened  up.  Strict 
application  of  such  a  principle  is  incompatible  with  a  networking  environment. 

Another  common  problem  today  is  that  collectors  and  other  intelligence  officers 
act  as  if  they  “own”  infonnation  while  it  really  is  the  Government’s  property,  and  they 
control  access  to  the  information  that  they  generate.  This  is  counterproductive  to  an 
efficient  dissemination  and  use  of  intelligence  and  supports  a  solution  where  the 
commander  owns  the  infonnation  on  behalf  of  all  participating  nations.  And  these  nations 
have  of  course  access  to  the  same  infonnation  through  their  respective  NICs  in  the 
theater.  The  idea  of  giving  the  commander  OPCON  of  “foreign”  NIC  has  already  been 
tried  with  success  in  the  operations  in  Kosovo,  which  proves  that  it  is  possible.  By 
taking  the  “ownership”  away  from  the  collectors  and  giving  the  national  intelligence 
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assets  to  the  multinational  commander  in  the  field,  we  also  get  rid  of  much  of  the  trade  of 
intelligence  products,  which  is  an  inefficient  mode  of  transacting  and  because  people 

30 

with  good  analytical  skills  but  little  information  will  have  little  to  trade. 


Operations  concepts 

Maneuver  warfare  is  an  operational  concept  where  high  tempo  is  central.  An 
intelligence  process  that  takes  place  at  battalion  and  company  level  will  help  increase 
speed.  Besides,  most  tactical  intelligence  is  time  sensitive  anyway.  By  establishing 
command  relationships,  or  task  organizing  intelligence  assets,  to  directly  support 
subordinate  commanders  it  will  be  possible  to  disseminate  some  infonnation  before  it  has 
been  fully  analyzed  and  make  information  management  in  general  more  effective. 

We  see  today  an  increasing  interest  in  Distributed  Operations  (DO),  not  least  in 
the  U.S.  Marine  Corps  in  response  to  unconventional  warfare  threats.  The  Marine  Corps 
underscores  the  importance  of  “individual  Marines  and  small  units  in  generating 
intelligence  for  their  own  use,  as  well  as  for  their  higher  headquarters.  Tactical 
intelligence  will  drive  distributed  operations,...  Of  particular  importance  is  the  realization 
that  the  human  dimension  manifested  in  small  units  may  be  the  only  way  to  make 
positive  identification  of  our  adversary  and  gain  an  insight  into  his  likely  intent.”  A 
DO-unit  should  have  the  capability  to  utilize  information  and  intelligence  rapidly  in 
deliberate  actions,  and  be  able  to  analyze  and  make  assessments  in  order  to  complement 
intelligence  achieved  from  other/higher  elements  and  technological  means.  It  is  essential 
that  tactical  level  units  are  authorized  to  act  on  intelligence  from  their  own  level. 
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Assuming  future  wars  will  be  multinational,  it  follows  that  also  the  DO  concept  requires 
a  change  as  this  paper  proposes. 

The  current  operations  in  Afghanistan  and  Iraq  shows  that  intelligence  is  not 
shared  effectively  neither  between  multinational  units  nor  within  national  command  lines 
on  the  tactical  level.  Also,  indigenous  forces  are  not  given  sufficient  intelligence. 32  The 
problem  of  organizing  intelligence  assets  to  support  tactical  missions  is  not  new.  In  1974, 
a  U.S.  Army  study  concluded  that  they  had  not  achieved  integration  from  all  sources  into 
single  products.  In  an  effort  to  fix  this  problem,  the  Army  turned  typically  to  a 
technological  solution,  an  automation  of  handling  the  intelligence.  33  But  the  problem  still 
exists  and  shows  there  must  be  a  change  in  concept  if  this  is  to  be  resolved. 

NATO  is  currently  working  on  concepts  that  will  have  influence  on  intelligence¬ 
sharing.  It  introduces  an  effects  based  approach  to  operation.34  Within  this  concept,  and 
as  part  of  the  aim  of  achieving  decision  superiority,  the  information  management  and 
organization  must  ensure  that  the  information  exchanged  is  linked  to  the  operational 
needs.  And  this  will  require  more  open  infonnation  sharing  posture  and  a  tight 
relationship  between  operations  and  intelligence. 


Conclusion 

Future  wars  will  require  multinational  forces  that  can  operate  integrated  in 
unpredictable  and  fluid  environments  with  sharing  of  intelligence  across  national  chains 
of  command.  Intelligence  will  remain  a  national  property  also  in  the  future,  but 
operations  will  probably  show  that  sharing  of  intelligence  should  be  the  norm  and  not  the 
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exception.  The  existing  culture  in  the  intelligence  community  will  need  to  change,  on  all 
levels  from  the  strategic  to  the  tactical. 

The  participating  nations  will  transfer  authority  of  some  of  their  national 
intelligence  assets  to  the  CJTF  commander.  By  giving  him  OPCON  of  assets  it  will  be 
possible  to  push  the  intelligence  process  down  to  tactical  level  and  utilize  intelligence  in  a 
networking  fashion.  The  NICs  will  partly  integrate  with  the  CJTF’s  JISE.  At  the  same 
time  there  will  continue  to  exist  a  role  for  NICs  within  national  command  lines  to  handle 
highly  sensitive  information  and  provide  national  authorities  with  information. 

Protection  of  sources  and  methods  can  be  handled  by  separating  the  product  from 
sources  and  methods.  Also,  for  some  information,  raw  data  can  be  issued  on  lower  levels 
and  let  the  receiver  do  the  analysis.  Very  sensitive  and  important  intelligence  can  be 
separated  from  the  main  stream  of  intelligence  and  led  directly  to  the  commander  for  him 
to  act  upon  without  revealing  what  information  it  is  based  on.  There  will  always  be 
legitimate  restraints  on  the  flow  of  intelligence,  but  the  balance  has  to  be  improved 
between  secrecy  and  sharing.  When  task  forces  increasingly  are  developing  their  own 
intelligence,  it  is  natural  that  also  sharing  of  it  will  be  normal  within  the  force. 

Likely  operations  concepts  in  the  coming  10-20  years,  as  maneuver  warfare, 
distributed  operations,  effect  based  operations  and  networking,  will  all  require  increased 
ability  to  share  information.  When  put  in  a  coalition  or  alliance  context,  it  follows  that 
effective  future  military  operations  require  distribution  and  sharing  of  intelligence  across 
national  lines  and  on  the  tactical  level  that  far  exceeds  today’s  reality. 
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